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Remember when...

What was the “cool” technology
when you were 157?
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FIGURE 1. Parents and Teens Who Think They Spend “Too
Much” Time on Their Devices, 2016 vs. 2019
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FIGURE 8. Parents and Teens Who Feel the Other Is
Distracted at Least Once a Day by Their Mobile

Device, 2016 vs. 2019
.4 69% Parents
- (about teens)
s1% ®°°
44% Teens
...'°‘ (about parents)
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Prevalence

Which apps are most popular
for youth?

. ’

o 4
>
THE CENTER FOR FAMILY
SAFETY AND HEALING



Grandmaster Flash was mentioned in a post.

Weldon Plath
February 15 at 2:39pm - @&

TO ERIKA EMOND: Just want to wish you a very HAPPY BIRTHDAY,
Honey, | can't believe you are 22 already. OMG where did the time go?
Heard about Devon . Hope he will be all nght, soon. Enjoy birthday,
sweetie and keep nice and warm. Lots of LOVE from Grandpa and
Grandmaster Flash

Share

4 people like this.

Weldon Plath From Grandma and Grandpa to Erika Emond
February 15 at 2:40pm

Weldon Plath | don't know what made that crazy word come up
there.._grrril

February 15 at 2:42pm

Karen Thom Happy Birthday Erika
February 15 at 6:16pm
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- Brie
@Sktch_ComedyFan

@patel_232 hilarious set last night. You
killed it!

9:20 - 4/2/19 - Twitter Web Client

1 Retweet 3 Likes

@) 0 v, &

patel @patel_232 - 3m

Replying to @Sktch_ComedyFan
Aww shucks &

O T Q

Brie @Sktch_ComedyFan - Tm

Can't wait to see your next show - | am
going to bring my mom!

Tweet your reply...
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Facebook (13+), Twitter, Instagram (13+)

f) ©

“Mainstream” apps used for communication among
teens, their friends and their parents. Parents may
use the apps themselves.
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“ull Verizon LTE 1:58 PM 4 15%0 )4 essee Verizon 12:17 PM

§ Q Friends

Discover

GOOD 7/ ——r—r1
Scott Brown LUCK =i

AMERICA ;;{#

Q2]

O Double tap to reply

Chris Kopech

oD ble taj reply (3]

Alysa

O Double tapto reply @@ Fists Flyin’ On

| The Diamond

Kadia Hufford - :

> Opened Sat

Kelsey Adam
O Dout e tap to reply

Emily Teach
> Opened Sat Welcome to the

4 ]
Bernie's Last Stand T tha Wodd

Reena
Q Received Mar 28

Arielle
D (V\? € ] \1(7‘ ? \

Alysa's Frier

T ODODe D

21 Things Men
Don't Realize
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Snapchat (13+)

&

App used to share stories and videos with captions
among friends. These images can only be shared
with select friends and will “self-destruct” in 3-10
seconds.



MEIL

TOOAY

ME

hey man | just want to tell you that you mean the
world to me and if | ever lost you | would listen
to Coldplay all day and cry

I3 SCREENSHOT!  f—
Answer me plz

I'm crying

HEYY™Y™Y ™ ™Y™Y

I3 SCREENSHOT!  f—

< My Eyes Only

Move Snaps to My Eyes Only so they're out of
the way when you're showing Memories to
your friends.

Quick Setup

learn more
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< Create Passcode

If you forget your passcode, Snapchat won't be able to
recover it or your private Snaps for you.

Q@ O 0 O

Ol010

0101010
8 DGOG



Snap Strek

Chat Q u

A Snap Streak starts after il o
three days of sending at > Ton 80
least one Snapchat every > i owe
24 hours. [ 14

» Greg 20o

QN %4, .4 30%u 11:47 PM

) & Sparks_Carter_The

J 1S
b
¢ 4 0 BEANUP ol
v Logan Scroggirs &
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Snap Streaks

— Someone has replayed this person's
snhaps in the past 24 hours.
- —You send the most snaps to this person,
and they send the most snaps to you.
@ — #1 BFs for two weeks straight.
v@ — You have been #1 BFs with each other
for two months straight.
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Snap Streaks

%2’ — You just became friends with this person.

@ — One of your best friends is one of their
best friends.

3 —Your Snapstreak is about to end.
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One tap...
. and you’re with Invite your people
friends

Say hi to see
what’s up

r

Houseparty

Robby Gomez
Rose Barrett
Becca Little
Erin Banks
Victoria Soto

Jimmy Jones
Why, hello there.

Kim Peterson

Susan Salazar

Vincent Schneider
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Houseparty (17+)

Houseparty is a video group chat. Users can invite
multiple friends to video chat on one screen and the
app features text and emoiljis in addition to the video

chat.



Add time to
keep chatting

Calls start with
15 seconds

Use monkey to
meet new people

o

ccccc 5 9:41 AM

g?; Friend
g
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Monkey (12+)

App connects to Snapchat and allows the user to
chat randomly with other users. If the user wants
to continue the conversation, there is a timer.
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You look so cute! What's your
secret ?

Thanks & | don't have
any secret
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YOLO

YOLO

“Anonymous” feedback from friends and family
members on the app, which connects through
Snapchat.



Tik Tok Shoot short clips Special Effect

Watch millions of musical ¢lips Powerful tools to get you started Easy to create magical clips
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TikTok (12+)

TikTok purchased Musical.ly but many of the same
features exist including 15 second lip sync videos
using popular songs for teens. Videos can be
searched through hashtags.
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DISCORD

{81 Find a group for: Rocket League

©

7 GROUPS FOUND Create New Group

Hypixel

kerbal space program [ Join Group

ROBLOX

minecarft i Join Group

davexmachina ,
Competitive Rocket League
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Discord (12+)

o

Discord Is the only cross-platform voice and
text chat app designed specifically for
gamers.
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1 SpicyPoxbane euve #twitchchat 5 Q & E
N

This is not a slothocracy

[ Twitch Chat

RECENTS
#lobby
LLVE Zarex ‘
& ™15 #fmemes
o
Awesomness #friends
3t 7 member:
SpicyPoxbane g
L g
Lobby
Zanana
Overwatch
Wat ; Trick2G <
;:os RECEN Y0 S $515 MOST RECERT SLOTH Haikol L % - OfftODiC

ng Bajheera m Pat: Oh this is sweet @

| CoolCatz DoctorDocker: I'm in the future
Overwatch
& omgelsie: TUTURUUU~!

Sanzer
wing Overwatch NotMe: Chat replay! @@@ e

m allenhklee: I'm still waiting for them to buff Torbjorn, but then again
he would be too OP

g omgelsie: CAN'T stop, WON'T STOP!! Molu

® o Q
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Twitch (17+)

Twitch allows teens to watch live videos of their
favorite games, connect with other gamers in real
time with full-featured live chat or go live.
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Fortnite

Fortnite is a multi-player action video game for
PlayStation 4, Xbox One, Windows, Mac, and
mobile. Chat is available for all players.
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Works and looks just like any
other calculator until you enter
your secret passcode.

Store photos, videos, notes,
files, contacts, passwords, and
bookmarks privately in one place.

seecl WAVE ¥ 9:28 AM

(@] Albums

THE CENTER FOR FAMILY
SAFETY AND HEALING

Create and store an unlimited
number of secret albums. Hide
your private photos and videos.

10:24

Thailand




Secret Calculator Folder

_|__

X .

An iIPhone calculator that works exactly like any
other calculator until you type In your secret
passcode.



Power and Control

How Is technology used for
power and control?
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What Is
ONLINE SEXUAL SOLICITATION?

Online sexual solicitation involve requests
via technology to engage in sexual activities
or sexual talk or give personal sexual
information that were unwanted or, whether
wanted or not, made by an adult.
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Figure 1. Unwanted Sexual Solicitations

50% 10 year trend: -53%
0
40% m 2000
30% 2005
ey 19% m 2010
0 13%
-31% 9%
10% \\_; -31% -
0% I

Figure 5. Distressing Harassment
20%

10 year trend: +150%

15%

10%

5%

0% -

Mitchell, K. J., Jones, L., Finkelhor, D., & Wolak, J. (2014). Trends in
Unwanted Online Experiences and Sexting. Durham, NH: Crimes
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What is DIGITAL DATING ABUSE?

Digital dating abuse Is the use of
technologies such as texting and social
networking to bully, harass, stalk or
iIntimidate a partner. Abuse Is about POWER
and CONTROL.
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*, Created a profile A Wrote nasty things
page about me, S about me on his or
Used my social knowingitwould  'a her profile page
networking account it s
without permission Poswed "} Q =900 JHOIIVEION .
embarrassing j from my online profile
photos of me online U\ !0 harass me
Made me feel afraid Threatened, by
when | did not text, to harm me .
U :es&ond to calls or physically Sent threatening text
ex
messages, IMs, or chats
~  Sent me so many #5 . Spread rumors th t gd f | d
- messages that | feit about me online or at made me ieel scare
&} unsafe through texts
Pressured and ~ -« Took video of
Sent me unwanted *O®  hreatened me ‘ me and sent it to
to send a sexual =" friends without my
sexual photos and R o Rl : Sisin

messages to engage
in sexual acts




What is SEXTING?

Sexting Is sending or receiving sexually
explicit or sexually suggestive nude or
seminude images or video, usually via a
cell phone.



TEEN SEXTING CHARGES

12 I
13
14 T
g ——
16 IS
17
% I (B

3TN O NSO/ SN OSSO 1 e
SEXTING CHARGES




SEXTING
» Take/send/posses/request nude photos to and from minors.

* DISSEMINATING MATTER HARMFUL TO JUVENILES — ORC § 2907.31 (F5)
* Distribute material that is obscene or harmful to juveniles

* PANDERING OBSCENITY INVOLVING A MINOR — ORC § 2907.321 (F2)
* Create, reproduce, publish, possess obscene images of minors

* PANDERING SEXUALLY ORIENTED MATTER INVOLVING A MINOR — ORC § 2907.322 (F2)
* Create, publish, solicit, receive minor engaging in sexual activity

* ILLEGAL USE OF MINOR IN NUDITY-ORIENTED MATERIAL — ORC § 2907.323 (F2)
* Create, transfer, possess any material showing a minor in a state of nudity
(including yourself!)

% RON O’BRIEN

FRANKLIN COUNTY PROSECUTING ATTORNEY &‘.




SEXTING

SEX OFFENDER REGISTRATION (JUVENILE OFFENDER REGISTRANT)

* Registration could be required for a period of 10 years to life
* Court may require community notification
* Could result in residency restrictions

MANDATORY REGISTRATION: ages 16 and 17
DISCRETIONARY REGISTRATION: ages 14 and 15
NO REGISTRATION: age 13 and younger

) RON O’BRIEN

FRANKLIN COUNTY PROSECUTING ATTORNEY




Bottom Line: What Can You Do?

 Recognize the warning signs
 Respond appropriately

* Refer to resources, including digital
resources

. ’

o 4
>
THE CENTER FOR FAMILY
SAFETY AND HEALING



Teens are much more likely to say social media has a
positive rather than a negative effect on how they feel.

Social media users who say using social media makes them feel “more” or “less™:

B ieEss MORE
Less lonely
' Less
250, depressed
:..:*
16%
3% 3%

confident

12%
8%
5%'
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= 21%
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Teens with low social-emotional well-being experience more of the negative
effects of social media than kids with high social-emotional well-being.

Percent of social media users who say they:

() Looking closer at teens with
" low social-emotional well-being

Sometimes feel left out or excluded Have deleted social media posts
when using social media because they got too few "likes”

_ 70% _ 43% Percent who say using social media makes themn feel:
L onely mMore [ LESS
B o ®
13%

Feel bad about themselves if no one _

comments on or likes their posts Have ever been cyberbulled e Depressed

B s 35% 1%

. 1% 5% 29%,

Better/Worse about themselves
. LOW SOCIAL-EMOTIONAL WELL-BEING

22% Better
. HIGH SOCIAL-EMOTIONAL WELL-BEING _
. . . . 15% Worse
See Methodology section for definitions of the high, medivm, and low SEVWE groups.
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Parental Apps & Online Safety

Authoritarian University of Central Florida Study
Parenting Styles

Less Responsive to Teen
Autonomy Needs

“Teens, and even younger
children, told us loudly and
clearly that they would rather
their parents talk to them
than use parental control

Use of Parent Control apps

apps,” (Arup Kumar) Ghosh
sald. “Not because they
wanted to get away with
something bad, but because
they wanted their parents’
-Harassment trust and respect.”
-Online Sexual Solicitations

Teens more likely to experience:
-Unwanted Explicit Content

UCF Mews - University of Cenfral Florida Aricles - Orando, FL MNews. (2018). Apps fo Keep Children Safe Online May be Counterproductive.
[onling] Available at hitps:today. ucf edu/apps-keep-children-safe-online-may-counterproductive’

THE CENTER FOR FAMILY
SAFETY AND HEALING



Approach with Curiosity

« Tell me about how this app is important to you?
« What is appealing about this app?

* What does this app do that another app doesn’t?

.0
‘e
<>

NTER FOR FAMILY



FAMILY MEDIA
AGREEMENT

commonsense.org




Circle with Disney

So, what is Circle?

Managing your family’s connected devices is pretty much
impossible, but not any more with Circle. A cinch to set
up, Circle pairs with vour home Wi-Fi and lets you manage
every device on your network, both wireless and wired,

without ever needing to put software on them.
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mycircle

S

Your Time Limits

Facebook: an hour total

15 minutes left

Instagram: 30 minutes total

15 minutes left

Hulu: 2 hours total
45 minutes left

Chat: an hour total
Expired

Even the kids can get involved.

Kids can view their Time Limits on the MyCircle app, so they
always know how much time they have left. If they need more
time, they can send you a request, and you can strike a

bargain! Everybody wins with Circle.
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www.safersmarterfamilies.org

2 Safer, Smarter
FAMILIES

The Family
Safety Toolkit

Presented by & LAUREN'S KIDS

)

A Message and Video from Lauren v

Welcome to the Safer, Smarter Families Family Safety Toolkit generator, designed to help your
family address personal safety in a comfortable way. In order to create your custom Family Safety
Toolkit with tips, tools, and lessons for families of children grades K-12, please create an account
or login in as a guest on the next page. You will then be asked to answer 3 simple questions about

vour children.
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LET'S DO THIS!
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www.thatsnotcool.com

€ - C' | f https:/thatsnotcool.com/adult-allies2/ el &3

ADULT ALLIES

Welcome to the That’s Not Cool Adult Allies section!©n these pages, you can download many of the That’s Not Cool

campaign materials, including creative files for our TV and print PSAs, information about the research we've conducted,
and tips on social media outreach. Use the categories below to find the files you need to bring That’s Not Cool to your

community!

FEATURED TOOLS

Learn Teach Organize Engage Help
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www.coolnotcoolquiz.org

SHELBY . ¢

*  ALEX ﬁ
i\




www.endtechabuse.org
eTAG

A National
Resource Center
on Tech Abuse

eTAG (End Tech Abuse across Generations), a
project of Break the Cycle and California
Coalition Against Sexual Assault, addresses the
use/misuse of technology in sexual assault,
domestic violence, dating violence, and stalking
(including cyber stalking) cases.

Join Our Mailing List
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CALM

Calon

There are four main functions within the app:
Meditate, Breathe, Sleep and Relax. There
IS free as well as paid content.
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STOP, BREATHE & THINK

Users can select emotions from a list and
meditation activities are suggested by the app.
Activities include mindful breathing, thought
exercises, etc.




wherestheline.info

Chat Now WHERE'S THE LINE? ContactUs

Contact
“Where's The Line?”

For additional Answers and Help. Always Confidential.

Call: 844-234-LINE Text: 87028. Chat: Click here to
(5463). Monday- Monday-Friday view the online chat
Friday 10AM-6PM. 10AM-6PM tool
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Questions???

Thank you!!

Contact Information:

Caitlin Tully
Training and Development Supervisor
614-722-8308
Caitlin. Tully@familysafetyandhealing.org
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